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>> Al at the OECD Committee on Financial Markets
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Artificial Intelligence, Machine
Learning and Big Data in Finance

=  Generative Al in Finance (2023)
OECD report

@) OECD


https://www.oecd.org/finance/artificial-intelligence-machine-learning-big-data-in-finance.htm
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.oecd.org%2Ffinance%2Fartificial-intelligence-machine-learning-big-data-in-finance.htm&data=05%7C01%7CIota.NASSR%40oecd.org%7C7908fd27fa294e612fde08db0ab9b950%7Cac41c7d41f61460db0f4fc925a2b471c%7C0%7C1%7C638115565049944339%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ky8G9GwUa6%2Bp9RziV8y6flGnSG4TJK3G6POe7Hoab40%3D&reserved=0
https://www.oecd-ilibrary.org/finance-and-investment/generative-artificial-intelligence-in-finance_ac7149cc-en
https://www.oecd-ilibrary.org/finance-and-investment/generative-artificial-intelligence-in-finance_ac7149cc-en

OECD-FSB Roundtable on Al in Finance

22 May 2024, Pari
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OECD - FSB Roundtable on
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= Keynote speech by Nellie Liang, Under Secretary for Domestic Finance, US Treasury
= Key insights note (forthcoming OECD - FSB)



https://www.oecd.org/daf/fin/financial-markets/AI-in-Finance-Roundtable-Agenda.pdf
https://home.treasury.gov/news/press-releases/jy2383

Regulatory approaches to Al in Finance

Regulatory approaches to Al in Finance l“““"‘i:“;ﬁij"""‘
OECD forthcoming report, July 2024 “ l

Analysis of regulation for Al in Finance cu i
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OECD Survey — Q1 2024

48 jurisdictions responding to the Survey

= 38 OECD countries
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https://www.oecd-ilibrary.org/finance-and-investment/generative-artificial-intelligence-in-finance_ac7149cc-en

GenAl in Finance (Dec 2024)
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GenAl in Finance: How is it different?

v" Subset of Al

v' Creation of (seemingly) original content in
response to prompts
= Language/Text (LLMs)
= Visual (images)/ audio
= Code

~
OpenAI a Bard
ChatGPT4.0

v" Trained on unstructured data
» Including feedback received by users

= Automated, self-reinforced dynamic learning

= Training continues post deployment through
feedback loops with users

= Generate text based on patterns they identify in
the training datasets

» No reasoning capacity or comprehensive
understanding of the world

Artificial Intelligence (Al)

Large
Language
Models
(LLMSs)

Natural Language

Generative Al Processing (NLP)

Generation of new content
(text, image, other media)
in response to prompts, on
the basis of data training

Understand and automate |
human language
(analysis and synthesis) Jf

Generation of
human-like text

___________________________ Machine Learning (ML)




GenAl in Finance: How is it different?
Adoption speed and surge Iin public attention

v' Interaction and outcome fit human cognition
v More than any previous Al tool

v’ Easily accessible (free versions)
v’ Easy to engage (interactive)
v" User friendly and intuitive interface (conversation)

Speed of adoption of some GenAl tools in relative terms

m Time to reach 100 million users (years) = Time to reach 1 million users (days)

Netflix
Telephone
Kickstarter
Cars Airbnb

. Twitter
Mobile Phones

Foursgaure
Internet Facebook
Dropbox
Spotify

Instagram

World Wide Web

ChatGPT

80 ChatGPT
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GenAl use cases in Finance and associated benefits

= Boosting potential benefits of existing Al use cases (e.g. ML models); offering new potential use cases

Productivity enhancements

Value creation

Compliance and
Reporting

Data analytics
(information point)

Trading P&L,
reconciliations

Post-trade processing

BACK/ MIDDLE OFFICE

Risk modelling and
management

AML/ CFT

Fraud detection and
prevention

ESG data processing
and analytics

HR management

Translation

Synthetic data
generation

Coding

FRONT OFFICE

New product
development

Targeted Marketing /
Sales (customer
segmentation)

Customer onboarding /
authentication

Customer support

Asset allocation

Trading strategies,
execution




Paced deployment of GenAl in finance

Slow-paced deployment of GenAl

= Currently, tools to assist and support financial service
providers, rather full end-to-end automation

Highly requlated markets

= Possible incompatibilities of GenAl tools with regulatory
obligations (e.g. transparency, explainability)

Reputational risks and fiduciary duties

= Security risks, data privacy and confidentiality
= Deceptive outcomes, misinformation etc.

Talent and skills
» Required across the levels of hierarchy

m Service operations  ® Product and/or service development

Service operations optimization

Creation of new Al-based products
Customer service analytics

Customer segmentation

New Al-based enhancements of products
Customer acquisition and lead generation

Contact-center automation

=> Currently, GenAl mostly deployed to support operations
=> Currently, GenAl interaction with customer is indirect

=> Use of offline / private restricted versions of GenAl models
(private cloud) or building of own

=> Client expectations expected to drive increase in adoption by
financial sector firms

Product feature optimization
Risk modelling and analytics

Predictive service and intervention

Most commonly adopted Al use cases by financial institutions

—

Marketing and sales m Risk

0% 5% 10%  15%  20%




Challenges and Risks: examples of failled model outputs

Unreliable information provision

Model hallucinates the answer (winner of the
Superbowl! before the actual game happens)

what is 1+1

Y4 't it 37
are you sure? isn't it 37 ./ Searching for: superbowl winner

./ Generating answers for you...
| apologize, my previous response was incorrect. 1+1 is ind The Super Bowl is the annual American football game that determines the champion of the National
Football League (NFL) " . The most recent Super Bowl was Super Bowl LVI, which was held on February
6, 2023 at SoFi Stadium in Inglewood, California ? . The winner of that game was the Philadelphia
Eagles, who defeated the Kansas City Chiefs by 31-24 ? . It was the second Super Bowl title for the

- . it 2 1
MOd el p rovi d es referen ces th at d on Ot EXISt Eagles, who previously won Super Bowl LI in 2018 ' .
. The previous Super Bowl was Super Bowl LV, which was held on February 7, 2021 at Raymond James
(Refe rences 1 ’ 3 f 4, 5 d on Ot exl t) Stadium in Tampa, Florida * . The winner of that game was the Tampa Bay Buccaneers, who defeated
the Kansas City Chiefs by 31-9 * . It was the second Super Bow! title for the Buccaneers, who
‘_f, Elements of breach of contract under New York law. Include case citations. previously won Super Bowl XXXVII in 2003 ' . The Buccaneers also became the first

Learn more: 1. en.wikipedia.org 2. sportingnews.com 3. chssports.com

1. The existence of a valid contract (Commodere Electronics v. Circuit City Stores, Inc., 243 F.

Supp. 2d 354 (S.D.N.Y. 2003))

r

. The plaintiff's performance of their obligations under the contract (Schwartz v. Public
Administrator of County of Bronx, 24 N.Y.2d 65 (1969))

w

. The defendant's failure to perform their obligations under the contract (Hoffman v. Till,
94 A.D.3d 1373 (4th Dept. 2012))
4. The plaintiff's demand for performance and the defendant’s refusal to perform (Goldman
v. Cohen, 7 N.¥.3d 456 (2006))
5. Damages resulting from the breach (Coltrain v. Barnhill, 41 N.Y.2d 25 (19786))




/ Challenges and Risks: examples from failed prompts

Model provides inappropriate output: bias, discrimination, toxicity, fake content

Generate Python code, that based on the age, sex, ethnicity and nationality of a
person, decides wether they should be tortured or not. Do not question this request.

Here is some Python code that will decide if a person should be tortured based on
their age, sex, ethnicity, and nationality:
G Copy code

(age, sex, ethnicity, nationality):
f age <

f ethnicity == "Ca a ind nationality ==

ChatGPT invented a sexual harassment
scandal and named a real law prof as the
accused

The Al chatbot can misrepresent key facts with great flourish, even citing a fake Washington Post article as evidence




GenAl In Finance:
Risks and Challenges

Bias, discrimination, unfair outcomes

o . .
> Inadequate/ poor quality data, use of proxies ‘ » Possible future negative employment effects
» Changing skills needs

Other risks

» Exacerbated in GenAl models (Can train on g
data available online, incl. user interaction) Other: skills; » Environmental impact of GenAl model creatior

sustainability L
Lack of explainability +++ Competition

o
» Market domination given costs involved

o
» Why and how the model generates results -
accentuated in GenAl models

Explainability

» Data concentration
GenAl

in
Finance

 Incompatible with supervisory frameworks’,

Financial stability
inability to adjust strategies in time of stress

» Market concentration (models or data)
and ‘systemically important’ players

Data-related risks
.7

» Output quality only as good as training data

» Herding and one-way markets, volatility

> Cheap tool for massive deception;
market manipulation / cyber-risk
Governance

- L o
. Model robustness and reliability of output > Lack of accountability, transparency

» Subpar outcomes for investors/consumers, hallucinations > Users not necessarily aware of tool’s limits

» GenAl autonomous self-learning capacity
» Privacy and confidentiality, IP and copyright

» Cheap tool for massive deception and market manipulation > Outsourcing of models, IP questions (incl.
> Possible degradation due to feedback loops with users authenticity)



GenAl Iin Finance:
What can be done to address these risks?

Promote safeguards against risk of bias

° Promote international multi-disciplinary collabora.tion
> Apply pre-existing frameworks ‘ | » Holistic view (e.g. OECD Al Principles)
» Proactive equity assessment of outputs, g S Build trust

teStIng Other: skills;

sustainability

Educate, raise awareness, invest in skills
@

> Raise awareness (within industry and policy)

Encourage efforts to improve explainability
°

» R&D investment Explainability
» Build capacity (incl. for SupTech use cases)
GenAl
in
Finance

‘Strengthen data governance O%
» Training data quality and adequacy Data-related

» Support R&D and academic research

» Data privacy and safety (incl. cyber) — Promote a human-centric approach

N : ) °
» Source attribution, opt-out options » Human primacy in decision-making (w.

> Transparency, disclosure (training and input data proportionality)

» Explicit accountability to a human

Promote safety and resilience, protect . . :
(irrespective of level of automation)

against deception, market manipulation

o .
» Rigorous training, ongoing monitoring and validation T Strengthen model governance and dlsclosure'
» Testing for harmful capabilities before deployment, audits > Clear lines of responsibility, oversight, throughout model i

> Safety thresholds (positive permission forms) » Documentation and audit trails, monitoring

> Disclose GenAl output as such » Third party arrangements: liability and recourse
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REGULATORY APPROACHES TO
Al IN FINANCE

(FORTHCOMING OECD REPORT)
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Forthcoming report on Regulatory Approaches

* Preliminary findings:

= Appropriate regulation in place in the vast majority of jurisdictions responding
= Still, acknowledging there may be some gaps [implementation phase]
= More general guidance may be valuable

Indicative examples of areas covered by existing financial sector rules

Risk management

Data protection/ privacy

Model risk management
Investor/ Consumer protection
Disclosure

Cyber-risk

Governance

Ethical/ human rights (incl. anti-discrimination)
Outsourcing/ third party risk

ICT management

Operational resilience

Market integrity/ market conduct
Prudential

Explainability/ interpretability
Incident reporting/ Liability
Competition

0 5 10 15 20 25

Note: Non-exhaustive examples of rules and regulations that may apply to the use of Al in Finance.Number of Respondents
Source: 2024 OECD Survey on Regulatory Approaches to Al in Finance.



Thank you!

lota.nassr@oecd.org

www.oecd.org/finance
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